
 

Staying Safe Online 

A Practical Guide for Parents and 

Children.  



 

Young people are growing up in a technology rich world. They are surrounded 
by various forms of technology and they use it extensively both in and out of 
school.  

 

The continual advances in ICT opens up a new world of possibilities and is 
one that we should all embrace and encourage. The benefits to learning are 
endless and continue to inspire young people in all that they do. It also 
brings risks and through this, responsibility.  

 

At the Mayflower Federation we believe that we all have a duty and a role to 
play in supporting and educating children in making effective choices. 
Through this all children in our community will be able to learn and advance 
their skills using all the positive aspects that these technologies bring to us. 

 

This booklet has been produced to equip parents to support children in safe 
use of the internet and other digital  technologies. In this book you will find 
information about the different risks associated with using the internet. Under 
each section you will also find helpful advice to support you and your family if 
you ever need it.  

 

The best way we can protect children is to educate them; to give them the 
facts so that they can make informed and knowledgeable choices in a sup-
ported environment.    

 

In some ways , the biggest risk is that we will forget all the advantages of the 
internet and concentrate on the dangers.   

Hopefully by using this booklet we can 
all use the internet as the powerful  
learning tool that we know it can be.  

Introduction 



 

 

Children use new technologies such as the internet  to: 

 

 

   

 

 

 

Children are able to travel the world without leaving their homes. 
They can use the internet to discover a wealth of educational   
websites and resources to support their learning opportunities. 
They can extend their learning beyond their physical boundaries  
to be truly global learners. 

 

 

 

 

 

 

Young people stay in touch with people in a variety of ways. You 
can send and receive e-mails and regular newsletters. Subscribe 
to websites and social networking sites like Facebook or Twitter.  
Children can use Instant Messenger (IM) and Skype to have “real 
time” or “live” conversations with other on-line users. It is even 
possible to play games on-line with people in other locations.  

 

 

 

 

 

This is often the area that interests young people the most .      
Children are able to upload their own content  for the whole world 
to see –  Create a website, add a video to you tube, start a blog or 
even a Video log. This in itself gives enormous power to children 
and can be an amazing tool for learning.  

 

 

Why is the internet so great? 

Discover 

Create 

Connect 

The biggest library in the world! 

Global Communication 

Publish and share creativity 



 

Children are increasingly growing up with technology. It is no longer the 
case that children are less interested in or able to take advantage of the                 

opportunities that technology offers.  
 

 

28% of parents who 
use the internet         

describe themselves 
as beginners          

compared with only 7% 
of children. 

 

 

 

 

  

Research shows that adults most-
ly use the  internet to download 
and take information from the in-
ternet.  

Children and young people are 
more likely to use it as a means 
of socialising and connecting with 
other people.  

Children are more likely to con-
tribute to the information online 
by uploading their own content in 
the form of photos, films or  
blogs.   

 

 At The Mayflower Federation we take the safety of all children seriously:  

• entertainment and social networking sites are banned. 

• We have firewalls to prevent unsuitable material getting in to the school system and      
effective filters that stop children from accessing information deemed inappropriate by the 
school. 

 

Why is internet safety important? 

 

Different Usage 

 

Supervision 



 

The levels of access that children have and the supervision of this can differ greatly when 
children are out of school. In the home, in internet cafes and at friend’s houses young 
people’s online behaviour is supervised, monitored, and filtered at different levels and at 
different types. This can lead to greater levels of exposure and risk to children.   

New uses of technology can be overwhelming but parents still have a crucial role to play 
in ensuring that  children are safe online.   
 

Being net literate is no replacement for being life literate. They may have the skills to use 
the internet but not always the wisdom to know hoe to behave in a virtual world.   Equip-
ping children for this digital age is a challenge we need to face head on. 

However, we need to remember, it is not the technology at fault but people who find ways 
of misusing it. 

 

Did you know? ... 

 

• 4 in 10 pupils aged 9-15 trust most of the information on the internet  

 

• 57% of 9-15 yr olds have come into contact with online pornography. Only 16% of 
parents think that their child has seen pornography on the internet. 

 

• 49% of kids say that they have given out personal information 

 

• 5% of parents think their child has given out such information  

 

• 73% of online adverts are not clearly labelled making it difficult for children and 
adults to recognise them  

 

• 1/3 of young people have received unwanted sexual or nasty comments  

 

• 69% of young people say they mind their parents restricting or monitoring their in-
ternet usage!  

 

• 79% of young people use the internet privately without their parent’s supervision 

Why is internet safety important? 



 

 

What are the potential risks? 

Commerce  Young people  regularly sign up for 
things online. Signing up often requires entering personal 

details.  Your details are then available to a number of 

people and organisations who you do not know and are 

often passed on to third parties  for marketing purposes. 

Signing up to some websites can often result in invasive 

software being downloaded onto your computer,  you  

may not even know that this  is happening.   

Content  The internet is great but there is a lot of        
inaccurate information on it too. Minority groups use the 

internet to promote and share their ideas. Children need 

to be taught how to distinguish between fact and opinion. 

Adult content such as gambling and pornography sites 

are also available and entice users by advertising on oth-

er websites. Children can end up on these sites by acci-

dent, having clicked on a advertisement.  

Contact Communication via the internet works on 
trust; we can never be sure that the person we are    

communicating with is who they say they are. We cannot 

ignore the fact that anyone has access to the internet . 

Sometimes the internet is used as a way of contacting 

young people for inappropriate or illegal purposes. In   

addition, some people are choosing to abuse others us-

ing the internet and mobile technologies – cyberbullying.  

69% of young people say they mind their parents 
restricting or monitoring their internet usage!  



 

There are many things that parents can do to reduce the risks associated 
to the different areas covered in this booklet 

 

 

• Install software to protect your computer’s security 

• Be careful which sites the rest of the family visit 

• Use a family email address for shopping and online forms 

• Use the free technology: pop-up blockers & SPAM filters; and your good judgement: 

don’t reply to SPAM! 

• Check sites for extra security (padlock/green tick from Google – safe site / trusted link) 

 

 

• Talk to your children about what to do if they do come across something unpleasant. 

• Use child-friendly search engines or set a search filter. Try www.kidrex.org 

• Encourage them to use browser tools – Bookmarks & History 

• Install filtering but don’t rely on it. Talk to you service provider about content blocking. 

• Find appropriate sites to visit and try not to overreact – lots of inappropriate content 

viewed accidentally 

 

 

• Encourage balanced use – set time limits and agree rules as a family 

• Remind your child to only add people to their friendship networks online if they know 

them personally.  

• Remind your child not to share too much personal information and details online 

• Make sure they know who to talk to if they feel uncomfortable  

• Talk about the consequences of giving out personal info or making information public 

• Keep the computer in a family room – do look over their shoulder from time to time.  

• Adjust privacy settings in social network sites like Facebook to ensure that you are in 

control of how much information you share and who with.  

• Pay attention to age restrictions. For example, Facebook and Beebo accounts are for 

people aged 13 and over.  

What can parents do? 

Commerce  

Content   

Contact  



 

 

What is Cyber bullying? 

Cyber bullying is a growing problem with children of a younger age each year. Schools are 
increasingly dealing with issues that take place outside of school hours and  related to the 
use of technology.  

Cyber bullying can occur in different ways and at different times. It can be via e-mail, text or 
instant messenger. It can happen during schooldays, at weekends, day or night. It can be 
by someone you know or someone you don’t. It can be a one off incident or a more regular 
occurrence.  

It can include any of the following:   

  

    Threats sent to people by mobile phone, email, or online. 
 

  
 

    Repeated, prolonged, unwanted contact or monitoring of     
another person. 

 

    
   These may be general insults, racist, homophobic or    
sexist bullying. This can also include peer rejection and 
exclusion of one person from a group 

 

  
   ‘Hacking’ by finding out or guessing a username and 
password. 

 

 

    Disclosing information without consent on a website. 

                          

 

    May involve getting people to act or talk in a provocative 
way. This may also involve the use of inappropriate  

 images and other forms of content.  

 

 

Cyber bullying—What you should 
know and how to deal with it 

Threats and intimidation  

Manipulation   

Publicly posting, sending  
or forwarding information  

or images                                  

Identity theft, unauthorised  

access and impersonation   

Vilification and prejudice 

Harassment or stalking   



 

How can you help?  

 

If you do think that a child in your care is the target of cyber bullying you can take action 
by following the advice set out below:   

 

• Be careful not to deny access. Children may feel reluctant to tell adults they are 

the victim of cyber bullying if they think that their mobile phone or access to online 

services may be taken away from them.  

 

• Remind your child that they must not give their mobile phone number to anyone 

that they do not trust.  

 

• Ensure that your child hands their mobile phone in at the school reception each 

day at school.  This is the only way Schools have of reducing the risk of inappro-

priate contact during the school day.  

 

• Try to get involved and understand the services or applications children are using. 

This will help you to better support them if things go wrong.  

• Talk to your child about the dangers of cyber bullying to ensure they are aware of 

what to do in order to prevent cyber bullying from occurring or responding to it if it 

does occur. 

 

• Encourage your child to download the CEOP Report Abuse button onto their 

online profiles. By pressing this button at anytime abusive content can be moni-

tored by the Police authorities.  

 

• Finally, know that you can report this behaviour to a number of places; The       

providers of technology have responsibilities to ensure that users are safe and do 

have policies in place for user’s protection. And if the bullying is serious or you 

need help in identifying the bully then the police may be called upon to help re-

solve the situation. 

 

 

 

 

Cyber bullying—What you should 
know and how to deal with it 



 

Anything that can be accessed online, positive or 
negative,  can also be accessed via a mobile phone. 
With the added  considerations that mobile phones 
are often constantly switched on and that many 
young people use their mobile phone for calls, texts, 
online chat away from adult supervision, the porta-
ble nature of mobile phones in some ways makes 
them much more difficult for parents to supervise 
than computers.  

Two of the main problems with mobile phones is the increased risk of cyber bullying. And 
sexting. Young people naturally want to share their contact details and pictures with other 
people. Children need to be aware of when this is appropriate and when it is not. Once 
children share images and contacts it is often hard to keep track of who exactly has       
access to your mobile number and personal information.  

How can you help? 

 

• If your child needs to have a mobile phone only buy one with the essential features 
instead of all the latest technology and gadgets.  

 

• Know how your child’s phone works (e.g.  Bluetooth, Internet access) 
 

• Agree the type of content that you would be happy for them to download, knowingly 
receive or send on to others 

 

• Save any abusive messages/inappropriate images for evidence purposes 
 

• Remind your child not to give their telephone number to people that they do not know.  

• Encourage balanced use – switching off at mealtimes, bedtime. 

 

Sexting 

 

• If your child receives an indecent image or text from someone,  encourage them not   
to send this image on to others.  

 

• Tell your children they need to report it to a responsible adult. 

• If you know that an indecent image of  a child has been posted in the online             
environment, you will need to contact the service provider, such as Facebook, or   
Youtube to have it removed.  You can do this by visiting their safety centres and       
following their reporting links. 

What about mobiles?  



There are lots of organizations that offer 
more detailed and in depth advice and 
support on these and many other related 
issues.  

For more advice and information go to:  

 

your mobile phone operator 

 

your Internet Service Provider 

 

Child exploitation and online protection centre:   www.ceop.gov.uk 
 

Think U know -  Guide to internet safety : www.thinkuknow.co.uk 
 

CEOP and Think u know are Government run websites  aimed at promoting e-
safety with parents and children. The CEOP Report Abuse button can be down-
loaded from here.   
  

 

 

Childnet International:  http://www.childnet-int.org/ 

 

Digizen—Safe social networking advice for children:  http://www.digizen.org/ 

 

 

 

 

 

 

Want more advice? 


